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OVERVIEW & GOALS

® INTHE BUILDING # ACCESS TO THE PENTHOUSE
® CERTIFICATES ARELIKE AUTOGRAPHS

® CHAININGAS A WHOLESALECLUB

® VALIDATIONBY NIGHTCLUB BOUNCER
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® NOTJUST CLUBS, BUT STORES, T00
® REQUESTING CERTIFICATES IS LIKE MAKING PIE

® GOVERNANCE 3 POLICY:STAY GLASSY
® CYBERSECURITYOS INTEL MOMENT

The beginning of a very long flight




BUT... BUT.. WHO ARE YOU?

l;‘ -“:Q" '
* @SCIATICNERD & 1

® TIYEARS IN #INFOSEC
® ACTIVESUPPORTER OF #BSIDES
® THATKID WHOHUNGOUTIN THEA/VROOM

® FRUSTRATED FILMMAKER
® SOMEWHEREBETWEEN KIRKAND CRANE (SHATNER & GRAMMER)




WHO IS THIS PRESENTATION FOR?

® TO HELP EXPLAIN TO PEOPLEOUTSIDE OF INDUSTRY
® NEEDEDTO USEIT BUTIT MADE NO SENSE
® ANYONEWHOWANTSTO LEARN

® NOTNECESSARILY CRYPTO FOLKS
® THE FRUSTRATED (SEE ATTACHED)
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BUT WE KNOW PKI!

® GOALIS TO GO OVER HOW THE PIECES WORK TOGETHER
® NO MATH REQUIRED
* KNOWYOUR CRYPTO?

* AWESOME!
* LEAVE MOST OF IT BY THE DOOR, PLEASE Bpelogics bs Ca Bavieryn
® REMEMBER: THIS “CLASS” IS FOR NON-MAJORS example of double locked i1




HOW CERTIFICATES ARE EXAMINED
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CHECK ME RIGHT NAME? THIS FROM MEMBERSHIP
OUT BRO NOT EXPIRED? MY CLUB? CANCELLED2

“PKI BROKERED AUTHENTICATION" (SORTA)




IN THE BUILDING # AGGESS TO PENTHOUSE

® AUTHENTICATION

® IDENTITY (WHO YOU ARE IS NOT WHAT YOU DO}
® PINS ARE A CHALLENGE FOR TOKEN HOLDERS
® MACHINES ARE PEOPLET00?2

® AUTHORIZATION

® DESCRIBES WHAT AUTHENTICATED
CREDENTIALS ARE ALLOWED TO DO

® PROVISIONING ON THE FLY IS THE “HOLY GRAIL"




GCERTIFICATES ARE LIKE AUTOGRAPHS

* WHOAREYOU?
® BOB AND ALICE AREN'T IN RIGHT NOW
® MAY | HELP YOU, INSTEAD?

® OHHO HO, MAGIC!
® ELECTRONICTRUST
® COLLECTION OF SERIALNUMBERS AND RESULTS




GERTIFICATES ARE

® ELECTRONICIDENTITY FOR PEOPLEAND TOYS

® HOW FAR DO WETRUSTIT?

© SOUNDSEASIER THANIT IS, KINDA

® WHY CAN'TWE JUST USE SELF-SIGNED GERTIFICATES? :
TRUST

"Come out to the coast, we'll get together, have a few laughs..."




CHAINING IS A WHOLESALE GLUB
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2 LOSTCO

NOSALE

* EXAMINATION OF CARD AT DOOR REQUIRED
* BASICCHECKS WITHOUTHELP VALIDATION) | Ilﬁ!'!""g"!'!'!)!/lﬂlll

* KNOWS WHICH CLUB A CARD HOLDER BELONGS TO
® ROOTCHAINS ESTABLISH WHICH CLUB A CERTIFICATEBELONGS TO




VALIDATION BY NIGHT GLUB BOUNCER

® IFTHE BOUNCER FINDS AMATCHING ENTRY ON
THEIR CLIPBOARD, IT'STO PREVENTACCESS

® ACERTIFICATEREVOCATIONLIST REPLACES THE
CLIPBOARD OF NAMES

® GALLED REVOCATION CHECKING OR CERTIFICATE
VALIDATION




NOT JUST CLUBS, BUT STORES, T00!

® IWWHY NOTJUST TRUST EVERYBODY?

® TUCKED IN MORE PLAGES THAN A HOLLYWOOD HAS-BEEN
* HOW DO WE DECIDEWHO SHOULD STAY?

® MORE THAN ONE ON EVERY MACHINE

® GOASKMONIE - CAN'TTRUST ‘EM ALL
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McTrusties
Millions Burned

Drive-thru Trust Decisions Will Leave You With Heart burn




REQUESTING GERTIFICATES IS LIKE
MAKING PIE

* ALWAYS STARTS WITH MAKING CRUST
® BOILS DOWN TO GETTING A CERTIFICATE
® DIFFERENT TOOLS MAKE IT MORE CONFUSING

® ITS THE FILLING THAT CHANGES
® KNOWING WHAT STEP YOU'RE ON HELPS
® MARK THE EXPIRATION DATE ON A CALENDAR




GOVERNANCGE & POLICY: STAY GLASSY

® POLICYDISCUSSIONS ARELIKE PLAYING A GAME
OPERATION (TM) WITH A BUNCH OF 5 YEAR OLDS,

ARGUING OVER THE RULES THAT AREWRITTEN Nuh- = Yeah-
INSIDETHE BOXTOP. =
()
* GOVERNANCEAND PKI uh! = huh!
® CERTIFICATE POLICY: THE RULES

® CERTIFICATION PRACTICE STATEMENT: HOW TO APPLY :‘_,
THE RULES




GOVERNANCGE & POLICY: STAY GLASSY

11 f et v | PoRcies and EUances
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® POLICY. NOTALWAYS GLAMOROUS.
® ITHELPSIFYOU CAN HOLD A GRUDGE
® EXPLAINS ALL THESCOTCH, NOWDOESN'TIT?

¢ SOMETIMES IT HELPS TO HAVE AN ART DEGREE
® THE IMPORTANCE OF NEGATIVE SPACE
© SHOULD BE WRITTEN TO STAND ON ITS OWN %

TMEPE0N STIMMest A ASEIsver o Prrte Samine Gy buder w wotrated




GCYBERSEGURITY OS INTEL MOMENT

® PKIISN'TNEW: INPRODUCTION SINCE90'S ECAPKI

Early2000
® RISE/ RETURN OF THE SMART CARDIN U.S. Industry PKI
° REMEMBER AMEX BLUE? EMV? Mid-late 2000's
® EGA PKI » INDUSTRY PKI » NATIONALPKI National PKI
2011(NSTIC)

® NATIONALSTRATEGY FOR TRUSTED IDENTITIES
IN CYBERSPACE: IDMANAGEMENT.GOV

® PKIIS PLANNED FOR, NOTINSTANTON




SEGOND VERSE SAME AS THE FIRST

® POLICY DEVELOPMENTHAS A CYCLICALFLOW | | l
WORKING NIST

® OPPORTUNITY TO GET INVOLVED

® THIS COULD DOVETAILWITH OTHER EFFORTS

® GONSIDER @QIAMTHECAVALRY OR OTHERS GROUPS tStandards) |8
® SILENCE EQUATES WITH ASSENT HERE

© SEVERALSTAGES ALLOW FOR INTERACTION

ENGINEERING STEERING
GROUPS GROUPS




REVIEW OF WHAT WAS COVERED

® INTHE BUILDING # ACCESS TO THE PENTHOUSE

® CERTIFICATES ARELIKE AUTOGRAPHS

® CHAININGAS A WHOLESALECLUB (ROOT CHAINS)
® VALIDATION BY NIGHTCLUB BOUNCER

® NOTJUST CLUBS, BUT STORES, T0O

® REQUESTING CERTIFICATES IS LIKE MAKING PIE

® GOVERNANCE & POLICY:STAY CLASSY

® CYBERSECURITYOS INTEL MOMENT

SciaticNerd will returnin:




AL PKI2
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(@SCIATICNERD)




